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CENTRAL FAX CENTPr^ 
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AMENDMENTS TO THE CLAIMS 



Please cancel claim 17 without prejudice. Kindly amend claims 1, 8-10, 18, 23-26, and 
3 1 as shown in the following listing of claims. The listing of claims will replace all prior 
versions, and listings, of claims in the application: 

Listing of Claims 



comprising: 

fetch logic, disposed within a microprocessor, configured to receive a 

c r \ pi o gr; i p h i c i n s u ii c 1 i o n s i n g I c iiioiriic cr\ piogniphic instruciion as part of 
an instruction flow executing on said microprocessor, wherein said 
cr\ pi oi^^niphic insii uciionsiiiLi^lo Jioniic cr\ pi oL^riiphic insiruciion 
prescribes one of the cryptographic operations, and wherein said 
ci'v p i o gniphic insiruciiun sinLrlo ^iioinic LiypioLrniphic insiruciion 
prescribes one of a plurality of data block sizes; 

Uiinshnion logic, couplod lo snid fetch Iolmc. connizurod lo ininsiuio snid sinLrlo 
iHomic crypiogi iiphic insiriiciion inio ;i soqiionco of micro insu uciions 
ihiii dirccis suid microprocessor lu perforin siiid one of the crvpiosiniphic 
opennions: and 

execution logic, disposed within said microprocessor and operatively coupled to 
said crv ptogn i phic insiruciion sinizle iUoniic crypu)gniphic insiniciion, 
configured to execute said one of the cryptographic operations, said 
execution logic comprising: 



I. 



(Currently Amended) An apparatus for performing cryptographic operations. 
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;i cr\ pioLMuphy unii. confiiimvil execute ;i plurulily orcrypi(.)!zr;iphie 
rounds on eiich nfn plunilitv ofinpul lexl blocks lo ijenenile ;i 
convspojulinLr ench ol ii plumliiy ufouipui lexi blocks, wherein 
s;iicl one of;) pliinilily ofdiiiii block sizes is prescribed by ;i ci»ntri»l 
word ihiii is pro\ ided lo a block size conmdler widiin Siiid 
crypiogniphy unii. wherein Miid ii block size block size controller? 
configured lo employ employs said one of a plurality of data block 
sizes during execution of said one of the cryptographic operations. 

2. (Original) The apparatus as recited in claim 1, wherein said one of the 
cryptographic operations further comprises: 

an encryption operation, said encryption operation comprising encryption of a 
plurality of plaintext blocks to generate a corresponding plurality of 
ciphertext blocks. 

3. (Original) The apparatus as recited in claim 1, wherein said one of the 
cryptographic operations further comprises: 

a decryption operation, said decryption operation comprising decryption of a 
plurality of ciphertext blocks to generate a corresponding plurality of 
plaintext blocks. 

4. (Original) The apparatus as recited in claim 1, wherein said one of a plurality of 
data block sizes comprises 128 bits. 

5. (Original) The apparatus as recited in claim 1, wherein said one of a plurality of 
data block sizes comprises 192 bits. 

6. (Original) The apparatus as recited in claim 1, wherein said one of a plurality of 
data block sizes comprises 256 bits. 

7. (Original) The apparatus as recited in claim 1, wherein said one of the 
cryptographic operations is executed according to the Advanced Encryption 
Standard (AES) algorithm. 



Page 7 of 26 

PAGE 8/29 * RCVD AT 3/7/2008 1 1 :23:50 AM [Eastern Standard Time] * 8VR:USPTO-ePXRF-4/1 1 * DN18:2738300 * C8ID:661 460 1 980 * DURATION (mm-ss): 1 0-09 



Mar 07 08 09:25a 



Huffman Patent Group. LLC 



661-460-1986 



p.9 



Application No. 10826433 (Docket: CNTR.2076) 
3 7 CFR L 1 1 1 Amendment dated 03/07/2008 
Reply to Office Action of 12/1 1/2007 

8. (Currently Amended) The apparatus as recited in claim I, wherein said data block 
controller is configured to interpret a data block size field within a control word 
which is referenced by said crypioyn i pliic ini ^ iruciion sinylo ;Uuinic crypioLiniphic 
inslnicUiMi. 

9. (Currently Amended) The apparatus as recited in claim .1, wherein said 
crypioizr;iphic insn iKiionsiniilc iUoinic crypioizruphic insirucuon is prescribed 
according to the instruction format for execution on an x86-compatible 
microprocessor. 

10. (Currently Amended) The apparatus as recited in claim 1, wherein said 
crypU)!irnphic iiisii i i ciitjn sinylo nioiviic crypioi2r;iphic insirucuon implicitly 
references a plurality of registers within said ci)nipuiinL! do\ icc micrupriicossoi . 

1 1 . (Original) The apparatus as recited in claim 10 wherein said plurality of registers 
comprises: 

a first register, wherein contents of said first register comprise a first pointer to a 
first memory adciress, said first memory address specifying a first location 
in memory for access of a plurality of input text blocks upon which said 
one of the cryptographic operations is to be accomplished, said plurality of 
input text blocks are sized according to said one of a plurality of data 
block sizes. 

12. (Original) The apparatus as recited in claim 10, wherein said plurality of registers 
comprises: 

a second register, wherein contents of said second register comprise a second 
pointer to a second memory address, said second memory address 
specifying a second location in said meniory for storage of a 
corresponding plurality of output text blocks, said corresponding plurality 
of output text blocks being generated as a result of accomplishing said one 
of the cryptographic operations upon a plurality of input text blocks, 
wherein said plurality of input and output text blocks are sized according 
to said one of a plurality of data block sizes. 
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13. (Previously Presented) The apparatus as recited in claim 10, wherein said plurality 
of registers comprises: 

a third register, wherein contents of said third register indicate a number of blocks 
within a plurality of input text blocks, wherein said plurality of input text 
blocks are sized according to said one of a plurality of data block sizes. 

14. (Original) The apparatus as recited in claim 10, wherein said plurality of registers 
comprises: 

a fourth register, wherein contents of said fourth register comprise a third pointer 
to a third memory address, said third memory address specifying a third 
location in memory for access of cryptographic key data for use in 
accomplishing said one of the cryptographic operations. 

15. (Original) The apparatus as recited in claim 10, wherein said plurality of registers 
comprises: 

a fifth register, wherein contents of said fifth register comprise a fourth pointer to 
a fourth memory address, said fourth memory address specifying a fourth 
location in memory, said fourth location comprising said initialization 
vector location, contents of said initialization vector location comprising 
an initialization vector or initialization vector equivalent for use in 
accomplishing said one of the cryptographic operations. 

16. (Original) The apparatus as recited in claim 8, wherein said plurality of registers 
comprises: 

a sixth register, wherein contents of said sixth register comprise a fifth pointer to a 
fifth memory address, said fifth memory address specifying a fifth 
location in memory for access of a control word for use in accomplishing 
said one of the cryptographic operations, wherein said control word 
prescribes cryptographic parameters for said one of the cryptographic 
operations, and wherein said control word comprises: 
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a data block size field, configured to specify said one of a plurality of data 
block sizes to be employed during execution of said one of the 
cryptographic operations. 

17. (Cancelled) 

18. (Currently Amended) An apparatus for performing cryptographic operations, 
comprising: 

a cryptography unit within disposed within execution loiiic in a microprocessor, 
configured to execute one of the cryptographic operations responsive to 
receipt by said microprocessor of a crypio^iiiph i c iniitriictions iniilc utoniic 
cr> piogniphic inslniciion within an instruction flow that prescribes said 
one of the cryptographic operations, wherein said ciypiugri i phi o 
insn uction sin!jle ;iU)mic crvptDiiniphic instruciion is fetched from memory 
by fetch logic in said microprocessor, and wherein said crvpiogRiphic 
instruct ion sinL^lc ;iioniic cryptoLM iiphic instniciion also prescribes a block 
size to be employed when executing said one of the cryptographic 
operations. ;inil wheicin inmsluiion logic in siiid microprocessor tninsluies 
siiid single iitcHviic crypicigriiphic insiruciion into u sequence of micro 
insiruciions ihiit directs siiid microprocessor to peribnn siiid one of the 
crypmgniphic opennions; and 

block size logic, operatively coupled within said cryptography unit, configured to 
direct said microprocessor to employ said block size when performing said 
one of the cryptographic operations. 

19. (Original) The apparatus as recited in claim 18, wherein said block size comprises 
128-bits. 

20. (Original) The apparatus as recited in claim 18, wherein said block size comprises 
192-bits. 

21. (Original) The apparatus as recited in claim 18, wherein said block size comprises 
256-bits. 
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22. (Original) The apparatus as recited in claim 18, wherein said one of the 

cryptographic operations is executed according to the Advanced Encryption 
Standard (AES) algorithm, 

23.. (Currently Amended) The apparatus as recited in claim 18, wherein said block 
size logic is configured to interpret a data block size field within a control word 
which is referenced by said crypiOL'niphic insiruciionsin'ilo ;uomic crypioiiniphic 
insu'uciion . 

24. (Currently Amended) The apparatus as recited in claim 18, wherein said 

crypu)ii:niphic insiruciion sinizle ;iu>inic crvpioizniphic insn uciion is prescribed 
according to the instruction format for execution on an x86-compatible 
microprocessor. 

■ 25. (Currently Amended) A method for performing cryptographic operations in a 
device, the method comprising: 

within a microprocessor, fetching a crx piogniphic insu L i ciion siiiLrlc iiioniic 

crvpio'jniphic insimciion from memory that prescribes employment of 
particular data block size during execution of one of a plurality of 
cryptographic operations , unci uiinshiuni: iho ^hvAc uioinic crvpioLiruphic 
iiisiniciion inio ;i sequence of micro insnuciions iluii direct Hie 
microprocessor to perform ihc one ol ihe pUir;iliiv orcrvpioijniphic 
openiiions: and 

\ ill II crypiognipliy unit disposed u iihin execuiioii logic in the 

microprocessor. within the inicrctprocei i sur, execuiini: ihe cryptogrnphic 
instruct ion ;nKl employing the particular data block size when performing 
the one of the cryptographic operations. 
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26. (Currently Amended) The method as recited in claim 25, wherein said fetching 
comprises: 

via a field within a control word that is referenced by the crypioizriiphic 
insuuciicuisingic Mioinic crypiogniphic insiruciion, specifying the 
particular block size. 

27. (Original) The method as recited in claim 26, wherein said specifying comprises: 
prescribing 128 bits as the particular block size. 

28. (Original) The method as recited in claim 26, wherein said specifying comprises: 
prescribing 192 bits as the particular block size. 

29. (Original) The method as recited in claim 26, wherein said specifying comprises: 
prescribing 256 bits as the particular block size. 

30. (Original) The method as recited in claim 25, wherein said employing comprises: 

executing the one of the cryptographic operations according to the Advanced 
Encryption Standard (AES) algorithm. 

3 1 . (Currently Amended) The method as recited in claim 25, wherein said fetching 
comprises: 

prescribing the cr\ piogniphic instntciion siniilc nioniic crvpioiiniphic insUttclion 
according to the instruction format for execution on an x86-compatible 
microprocessor. 
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